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Certificate Management

Convenient - Automated - Secure

Certificate lifecycle
Organizations today are
using a huge number of
X.509 certificates for
S/MIME, SSL, VPN etc.
These certificates have
to be managed centrally
from their creation to
their usage to their expi-
ration.

Management opera-
tions

The management of cer-
tificates with Secardeo
certLife is carried out
conveniently via a web
browser. It provides an
intuitive and powerful
search and filter option.
Furthermore it offers, for
example, generating,
approving or denying
certificate requests and
finding and displaying
issued certificates and
failed  certificate  re-
quests. certLife supports
different roles with dis-
tinct permissions on
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these management op-
erations. This includes
the option for recovering
private keys using key
recovery agents.

certLife helps you to get
track with used TLS cer-
tificates and SSH keys
by automated or manual
discovery in your net-
work.

For monitoring and anal-
ysis certLife provides
services for statistics
and notifications. By
this, users or managers
can be informed by cus-
tomizable e-mail notifi-
cations about events like
certificate expiration or
revocation.

Self-service

certlLife offers a comfort-
able certificate  self-
service for users and
server  administrators.
After login with their aD
credentials they can re-
quest, renew or revoke

Private CA ADCS Public CA

certificates and or recov-
er archived keys.

Key pair generation
Key pairs and certificate
requests (CSR) can be
generated on an exter-
nal machine or inside
certLife for administrator
self service or for central
autoenrollment of user
certificates.

Backend CAs

ceriLife provides con-
nectors for public and
private CAs and for Mi-
crosoft ADCS.

Integration

certLife integrates seam-
lessly with Active Direc-
tory to read or write da-
ta. Full certificate syn-
chronization with a Mi-
crosoft CA is possible.
The certLife REST API
offers a flexible way to
integrate with existing
enterprise applications.
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certLife provides an IIS web application and Windows services for managing the certificate lifecycle within the
Secardeo TOPKI platform and it provides the following features:

Convenient management of X.509 certificates and SSH keys via web browser
Integration with Active Directory and use of Windows certificate templates
Administration of additional metadata

Role-based access using AD credentials

Search, request, approve, revoke, delegate, renew, publish, upload certificates
Archive and recover private keys

Self-service for users and administrators

Client or server based key pair generation and central autoenrollment

Status notifications

Reporting and statistics

ceriLife Enterprise Edition additionally provides
Support for multiple CAs
REST API
Delegation of user and admin certificates
Group-sharing of server certificates
Discovery of TLS certificates and SSH keys
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